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The information provided here is for informational and educational purposes and current as of the
date of publication. The information is not a substitute for legal advice and does not necessarily reflect
the opinion or policy position of the Municipal Association of South Carolina. Consult your attorney
for advice concerning specific situations.

A

ATTACK

CITY OF ANDERSON

Lessons from the Front Lines
June 17-29, 2018

WHAT YOU'LL LEARN TODAY

Tis sesson shares our al-word exparience to help yaur agarization prepare for and
respord to cyter treds

THE CALL THAT CHANGED EVERYTHING

Sunday, June 17, 2018 — Early Marning

442AM—

4:44 AM — NOC lect
Ping verf

2se.
orows. COADCO 1, COATC02, COASIL 01
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ATTACK TIMELINE

® saaAm Autom ated monitoring de tects ser ver fallres.
+ 444 AM Firstlevel inve stigation begins - verf ca on fale d
+ 503 AM Sevety 1 statu's declared - 2 se vers confim ed down.
,‘ 542 AM Spreadidentified - 5'se vers now com promised

: 609 AM Emer gency respon se nolifica tionissued o client

‘ Morning On-calltea m mobilized, recovery plamin gbeghs

COMPROMISED SERVERS

Five aitical serverswere ayptdocked —85% of aur tad server infrastrucure:

I E COADCO1 Primary Doman Controller
I% COADCO02 Second ary Dom ain Cont roller
I = coasaLot Prody cten SQL Dt base Server
I = COAAPPO1 Application Se ver

=
I = COAVGENTERO1 Viiars vConter Sarver .

CRITICAL DECISION #1

Pay the Ransom or Restore from Backups?

Considerations OUR DECISION
Paying the Ransom We chose NOT to pay.
Toscaranissol secrption
- Fundscrminl organkatios Instead, we committed to full recovery from
cos usa epect (oot backups, verling with urlT parter ISG to
Bl mnah avwoursges e
uinerabilties.

Rostor ing from B akups.

“This decison ad ded recovery time but enstred
weverent fundng  minal enter pres or
oo ‘encouraging fulure attacls.
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CRITICAL DECISION #2
Full Disclosure or Minimize Publ
Awareness?

The Dilemma OUR DECISION

Winimiz Pub ke D losurs We chose transparency.

“Aiold ke mang sbzes

Prevent mesta rensy izens deserved 0 know about senvice

Protect repustan disruptons and cata security W
‘commuricated honestly ot the incten',

FalTmnspamncy rocovery timeline, and stops being taken.

“This built tust and positioned us to help ather
~Waat ahicalobiigions local gower nments leam from our experience.

CHALLENGES WE FACED

Red dbstadles thatother muricipalities s houd articpae

Wee ke nd Ti mi ng
Atackooeu redon Sundaymoming when gaffingw ssminial. Hed to pelaodinta a5 wamart by 1-2 rours
moblizekey @recnnelon ther day of.

Backup Ve ficati on
Mot al o Kuis Were 25 ot orcorpet a3 etought, Some had otz Adea 23 @ys torsvay met
rabuit o aber versons

Bare Metal Restore Complexity T T ——
COAS GLO1 requied complete b smete] resoration Tnis pro@ssw asmore i
Corplax 1 Umaarsumim than gandard edares
staff Burnaut
Recovayroqued -20 haur caysfor lechncal safl Mintaiing i o Qualtyof e ims dagadad oar
Whla ki vqenal dagsiar sak el

Communicatio
Balandng lodin oA acauracy wiheublicundersbinding whib managng oqumadedcdodcommuiatonsioat

lizen wncomsand mudia imuinics
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THE RECOVERY JOURNEY

sfiom crisis to full operational recovery

I Days 1.2 Emorgency Res pons | ... ]

s no kI darde
- Bamlomndcmay 350 oy slboky or

Days 35 Core Restoration
Rdalmsinorlastomds s

{Ressming 4
~Bougvered

Days 69: Full Sewvice Rec overy

I +Pepaodtidinsa dtylwbrp

e danse




LESSONS LEARNED: TECHNICAL

Bac kup Testing is N on-Negotia ble
Wht happmed: Wedic i biesdurhg raowrytha stoul hwebea mugh cally

Aetiontaken: Now tod rm erepromarosquaterl,

siverty mekupconpeian

Network Segmentation Matiers
Wha happmed: Atk sprads pidybomus aydoms werarlpromryisdab
Actiontaken: Inplamered LaNs and niereqnentaionto @

Vulne rbil ity Patc hing Can't Wait
Wha nappmes:

Maonitoring # Security
Wht happmed: Wedetatal e atbckasc kybulcarlé: pewent |

Actiontsken: Adb mopoin deteto
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LESSONS LEARNED: ORGANIZATIONAL

Incident ResponsePlanMust Be Practic ed
Wha happoned: O pbin bolesgom onpamr bi we mpror

Aetiontaken: Now runtaliele 00rss @ arialywih loydos

Communication isas Criticalas Technology

Staff Neo dRotation and Rest
Wha hapamad: K

oypa mmelburec at, @osan wallydeasendaiia 48 fours

Actiontsken

ed it rotsions md mirimim et i erte n nedert phns
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WHAT YOU CAND

IMMEDIATE ACTIONS (0-30 DAYS)
Start here —these requiie miniml bucget and canbe conequickly

Test Your Backups
swey beycanpble — adudlyreso

Review Patch Status
oty a1 5 s 80 daysbahd ons @urly is Croab ar analatonpla wilhtirenes,

DocumentYour Assets
Creat aninenbryof ol wivas, b

I Verty mcident entaci

Whodoyoucd 4 24 Mona Sindgy? Make aire grore nimbas @ aimentandpeleansier,

Review Insurance Coverage
Oyt imurmcec ofsa cs bu pdides vay Wl Undastad watsvasd md sxdudd.

I [N ——




SHORT-TERM IMPROVEMENTS (1-6 MON THS)

Requirebucyet sppioval and pianning — startccnversatiors now
Implement Net work Segmentafi on s
Saparatacai 3 zams fran g nawore Lse VIANE, fravalk andacies cntrdsta It lasrsimovers
Deploy EndpointDete ctionand Re spons e (EDR) e
Gosstoyor anivmsto Lt nd oo trsste nraakin Crlicd fray tack locion

I Establish Security Ope rations Center (SOC) 55555
Dosst have o b6247 ally— o enousn hous mntor winmmaga rvbep
ConductTable top Exercise $
Viak o s o s naiow h ey ok etolrs de iy gpstetas tey e
Implem ent S ecu ity Awarencs s Training $
ohEnG pamwords md waurybis @ ncudes hubtedahsnngle
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LONG-TERM STRATEGY (6-24 MONTHS)

Build nature secuiitypiogram— reqtires sustained investment

1

2 edures, and il

3 DeploySecurty for

‘Conduct annual penetration testing by third-pary secuty firn

c hic Ofer(AS0)

6 R capablities

8 Pariidpate in informal on shar g with other m uncipalities( MS-ISAC)
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REY TAKEANAYS
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WE'RE HERE TO HELP

We learned these lessons the hard way so you dorit have to.

/— os pocia lly among lo cal
isbuiltonsharing expe iences andhelpingeach other pre pare.

eto reach out ifyouh rneed guidan ce.

10



