The information provided here is for informational and educational purposes and current
as of the date of publication. The information is not a substitute for legal advice and does
not necessarily reflect the opinion or policy position of the Municipal Association of South
Carolina. Consult your attorney for advice concerning specific situations.

Thank you so much for joining our webinar about Entra ID Protection
Wizardry. We hope you found the information helpful!

Please forward this email to anyone on your staff that may find it useful!

If you didn't get a chance to attend, you're in luck! Here is a link to the webinar:

https:/lyoutu.be/MiQbRkJ7e3E

As a reminder, here are some of the items we reviewed:
How to properly license users for optimal security in Entra & 365
How to setup/migrate Authentication Methods for MFA and SSPR
Optimal Multifactor Authentication settings for your environment
How to handle risk events and risky identities
Migrating ID Protection risk policies to Conditional Access
Setting up standard Conditional Access policies (blocking non-US
logins, blocking legacy/basic authentication & requiring MFA)
Setting up advanced Conditional Access policies (using templates,
Microsoft Managed policies, etc)
Control end user Teams/Sites/Group creation
Control Enterprise Apps in your environment
And more!

Here are some helpful resources related to the topics discussed during the
webinar:

e Our previous webinar on Microsoft Entra (there is overlap, but hopefully
some additional useful nuggets of information!):
https://liftoffonline.com/EntraWebinar

« More info about blocking Direct Send here:
https://liftoffonline.com/DirectSend

« More info about rotating directory sync SSO Kerberos keys here:
https://liftoffonline.com/RotateSSOKeys




More info about rotating DKIM keys in Defender:
https://learn.microsoft.com/en-us/defender-office-365/email-
authentication-dkim-configure#use-the-defender-portal-to-
rotate-dkim-keys-for-a-custom-domain

Brian’s video about Microsoft’s upcoming price increases here:
https://liftoffonline.com/2026Pricelncrease

Our webinar for Best Practices For Rolling Out MFA In Your Organization:

https://lyoutu.be/XFJAUtK6I8M

Microsoft's AWESOME Common Conditional Access Policies Article:
https://llearn.microsoft.com/en-us/entra/identity/conditional-
access/concept-conditional-access-policy-common

Warm regards,

Your Friends at LiftOff!




