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What you'll learn today to protect your
Microsoft 365 tenant |

Required Microsoft licensing

Secure your admins

Review permissive default Entra set

Monitor sign-in logs

Set MFA authentication methods :
Configure powerful Conditional Acgess poI|C|es
Alerting admins during risk events

Brian Reilly, LiftOff

“We are so thankful we had Liftoff to help us to make the transition as smooth as possible.”

IT Director, County in Florida

» Forthe last 15 years, Senior Microsoft 365 Engineer with LiftOff, LLC.

» Over two decades of experience in technology project management, technology
training, and client development.

» Focuses 100% on Microsoft 365 transition and training projects.

* Hundreds of Microsoft 365 migration projects for State and Local Governments.
» Dozens of projects in South Carolina!

* Masters Degree in International Business.

» Active volunteer in his community - coaches several youth sports teams.




A bit on licensing... Careful...

- Entra ID Plan 1 (~$6.20)

- Allows creation of most conditional access policies.
- ALL staff need this license.

- Purchase standalone or bundle with Microsoft G3,
Microsoft F3, or EMS E3.

- Entra ID Plan 2 (~$9.30)

Create "risk-based"” conditional access policies.
- Configure "risk-based” alerts.
- ONLY ADMINS need this license.

- Purchase standalone or bundle with Microsoft G5, or
EMS E5.

Don't make changes today!

« Research these suggestions yourself.
Microsoft has great resources!

- Create small security groups to test
before a larger roll-out.

« Use REPORT ONLY mode to test
impact!

This is confusing! Check with your licensing provider!
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Resources

LiftOff Entra Webinar
LiftOff PassKeys Webinar

Secure Your Admins! (LiftOffs YouTube channel)

Preventing Cyber Attacks (LiftOff's YouTube channel)

Block Foreign Logins (LiftOff's YouTube channel)




LiftOff 365 — reach out anytime!
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