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work involves several ke
‘a proc’ess It is a meansit

ternal control is affected by peop/e It's not rmrplv
anualsamd-forms;butpeopte—ateverytevetof an:
'organization. "
ternal control can be expected to provide only reasonab’P
: 'assurance not absolute assurance, to an entity’s managem
and board.
- Internal control is geared to the achievement of ob)ectlves
one or more separate but overlapping categories. ;
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in 1985 to' sponsor the
Fraudule~t Financial Re
rivate-sect r initiative whic ed
fact~r<"that ad to fraudulent ﬁnanCIaI
por-—g. It also deve oped recommendations o p
my: anies and their independent auditors, for the S
her regulators, and for educational institutions.

The Treadwa\{ Commission studied the financial |nformat|
g~=ortin stem over the period from October 1985 to
September 1987 and issued a report of findings and
recommendations in October 19 7 titled Report of the
National Commlssmn on Fraudulent F/nanCla/ Reportlng[l]
As a result of this initial report, the Comm

ponsorln Organjzations {(COS0) was formed and it
retained Coopeérs & Lybrand, a major CPA firm, to study the
issues and author a report regarding an integrated
framework of internal control

-History of COSO

rn and focus on risk management and itb
clear that there needed to beta _oMf_rmr_k
fectively identify, assess, and manag® =

©In 2001, post Enron COSO initiated a project, and engaged
‘PricewaterhouseCoopers, to develop a framework that

would be readily usable by managements to evaluate and :
improve their organizations’ enterprise risk management. = -

o This Enterprise Risk Management - Integrated Framework
expands on internal control, providing a more extensive
focus on the broader subject of enterprise risk
management.

‘Response to Financial Crisis



Risk ‘Ma'nag‘é‘ment Encompasses: * -
igning risk appetite/tolerance and strategy- Manag

considers the entity’s risk appetite/tolerance in evaluating
strategic alternatives, setting related objectives, and develo
mechanisms to manage related risks.

= Enhancing risk response decisions- Enterprise risk managém’e
~ provides the rigor to identify and select among alternative risk- =~
responses- risk avoidance, reduction, sharing, and acceptance.” . .

- Reducing operational surprises and losses- Entities gain
“enhanced capability to identify potential events and establish
responses, reducing surprises and associated costs or losses.

‘Enterprise Risk Management

ave iébat:ive'ih'l-bac:‘cy, positi

tive Tmpacts = Risks which can prevent value -
on/losses to entity . e

siiiye Impacts = offsetting to negative impacts or
represent opportunities

= Management channels opportunities back to its strategy or
objective-setting processes, formulating plans to seize the
opportunities.

Events: Risks and Opportunities

ntifying and managing multiple and cros.

s- Every enterprise faces a myriad of risks aff
fferent parts of the organization, and enterprise
management facilitates effective response to the . -~ *
lntErreIated impacts, and integrated responses:to mul
risks. NG

.= Seizing opportunities- By considering a full range of
-~ potential events, management is positioned to identify
" "value of ERM and proactively realize opportunities..

. Improving deployment of capital- Obtaining robust k
information allows management to effectively assess

overall capital needs and enhance capital allocation.

nterprise Risk Management, Cont'd

GOAL -Ach/eve Entity’s' Ob JeCtIV

nterprise risk management is a process, effectet
by an entity’s board of directors, management

~_and other personnel, applied in strategy setting
. across the enterprise, designed to identify e
.. potential events that may affect the entity, and

-manage risk to be within its risk appetite, to - -
provide reasonable assurance regarding the
achievement of entity objectives.

Defined

5flfj§nterpr§se Risk Management



going and flowing through an entity
fected by people at every level of an organization
Applied in strategy setting

& Applied across the enterprise, at every level and unit,' and .-
" includes taking an entity-level portfolio view of risk :

Enterprise Risk Management

ework is geared to achieving an ent

ectives, set forth in four categories:

Strategic - high-level goals; alighed with and supporting i
mission :

¢ Operations - effective and efficient use of its resources (’Abﬁs‘_ej
= Yellow Book) g

= Reporting - reliability of reporting (Financial/General
ledger/Program-Related)

© .~ Compliance - compliance with applicable laws and regulations .

. Achievement of Objectives

he entity and to mana
e/tolerance

ge risk-within i

Able to provide reasonable assurance (not ab's'o'lutjé ;
assurance) to an entity’s management and board of -
_directors 5

s Geared to achievement of objectives in one or more
separate but overlapping categories

.Enterprise Risk Management, Cont’d

rise risk-management consists of
lated components: .

ernal Environment - The internal environment
ompasses the tone of an organization, and:sets
~basis for how risk is viewed and addressed by an.entit
people, including risk. management philosophy and:ris
appetite/tolerance, integrity and ethical values, and t
environment in which they operate. .

s Objective setting — Objectives must exist before . G
management can identify potential events affecting their:
achievement. ERM ensures that management has’in z
place a process to set objectives and that the chosen

objectives support and align with the entity’s mission and
aré consistent with its risk appetite/tolerance. T

:C@mp@nents of Enterprise Risk
~Management



tmgutshlng between risks and opportumtles Opport
are, channeled back to management’s strategy or obJec \
setting processes, :

S e Risk Assessment - Risks are analyzed, considering likelihood
~andimpact, as a basis for determining how they should be
managed. Risks are assessed on an inherent and a contlnumq
basis

T Components of Enterprise Risk

“Management, Cont’'d

Effective communication also occurs in a broader sense,
- flowing'down, across, and up the entity.

"= Monitoring - The entirety of enterprise risk management is

- monitored and modifications made as necessary. Monitoring;
-accomplished through ongoing management activities,
separate evaluations, or both. :

Components of Enterprise Risk
Management, Cont'd :

sk Response - Management selects risk responses -
avmdmg, accepting, reducing, or sharing risk — developmg a
" set of actions to align risks with the entity’s risk tolerances an

risk appetite.

o Control Activities - Policies and procedures are established and:
implemented to help ensure the risk responses are effectively
carried out.

Components of Enterprise Risk
‘Management, Cont’d
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g out whether an entity’s ERM is “effectiv
gment resultlng from an assessment of whethe
ts eff

For th|s to happen there can be no material weaknesses.‘a
~risk needs to have been brought within the entxtv s rlsk

' appetite/tolerance.

L When ERM is determined to be effective in each of the fo
categories of objectives, respectively, the board of directors
and management have reasonable assurance that they :
-understand the extent to which the entity’s strategic and

y's enterprise risk:
ategory, component, entity unlt

M operations objectives are being achieved, and that the
‘ PP == : =

& 4 5 entity’s reporting is reliable and applicable laws and

&/ contral B : BV regulations are being complied with.

eé‘" Activities i itk i d ‘
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@éfb Risk Assessment
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Soueci ta1cenat Contrei= Integrated Frainewors, €050 1992

s result ‘from:
eahtles that human ]udgment in deCISI
faulty
Decisions on respondmg to risk and establlshmg controls nee
‘to.consider the relative costs and benefits
-« :Breakdowns can occur because of human failures such as.
simple errors or mistakes
¢ Controls can be circumvented by collusion of two or more
people, and management has the ability to override enterprise. .
. 'risk management decisions. :
= [Not Absolute] Assurance

ther manaqer support'the entltv s rlsk manageme

philosophy, promote compliance with its risk - :
- appetite/tolerance, and manage risks within their spheres of
responsrblllty consistent with risk tolerances. -

=]

imitations

Roles and Responsibilities



of Directors — The board should discus

management the state of the ent‘y

ovide overS|ght as needed. The board should

ensure it is apprised of the most significant risk

ong with actions management is taking-and how it

~is ensuring effective ERM. The board should consider:
'seeking input from internal auditors, external
~auditors, and others.

L. Senior Management - An initial assessment should
~determine where there is a need for, and how to:
proceed with, a broader, more in-depth evaluation.

Use of this Presentation

cators - This framework might be-the SUbJeC' of

ademic research and analysis, to see where future
enhancements can be made.

se of This Presentation, Cont'd

.o Regulators — This framework can promote a shared view-
- ERM, including what it can do and its limitations.
‘Regulators may refer to this framework in establishing
expectations, whether by rule or guidance or in conductlng:»i
examinations, for entities they oversee. s

Use of This Presentation, Cont’d
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