The information provided here is for informational and educational purposes and current as of the date of publication. The information is not a substitute for legal advice and does
not necessarily reflect the opinion or policy position of the Municipal Association of South Carolina. Consult your attorney for advice concerning specific situations.
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Examples from SC

* Fire 1% funds * Equipment-tools and power

* Hourly time sheets/cards equipment

* Expense Reimbursements * Inventory-gasoline

* Wire fraud by jail/prison inmates * Procurement/credit card

e All the Queens Horses

* Bribery with construction vendor
documentary




The Risk of Fraud

* Which of those can you control if you are not the one thinking about
committing fraud?

Rationalization




So let’s talk about the risk of fraud

e Opportunity means there is an ability for someone to commit fraud
and not get caught

* Opportunity means internal controls are likely ineffective-either in
design or in operation




NEVER, NEVER, NEVER THINK OR SAY...

* “It will never happen at my municipality...they would never
intentionally commit fraud.”

Instead, you need to think, “it is likely going to happen at some point,
so how can we best prevent or detect it timely when it does happen?”




BECAUSE THE MOST COMMON COMMENT IN FRAUD CASES | HAVE
WORKED IS...

* “I never thought he/she would be the one to do it.”




YOUR MINDSET IS IMPORTANT

* Why should we be skeptical?

* Because thereis EVIL! Even good people who decide to do something
evil.




e Effective and efficient internal controls are your friend, not your
enemy




Seinfeld hulu






Let’s talk about internal controls

e But there is no perfect system!
* Why?

e |t would cost too much

* Collusion is much more difficult to prevent than if just one person is
committing fraud

* So, your goal is to reduce the risk of fraud/error to an acceptable level
within reasonable cost constraints so that fraud can be prevented
and/or detected timely

* Assess
* Design
* Implement, operate and monitor/review



Fraud Awareness Training

* Part of a good system of controls, processes and procedures includes
regularly talking about fraud at all levels of your organization

* And for the importance of fraud awareness training to be supported
from the very top of your organization (in verbal support,
participation in training and in the written policies)




ACFE
2024 REPORT TO THE NATION

A FEW KEY FINDINGS




ANTI-FRAUD CONTROLS CASE RESULTS

The presence of anti-fraud controls is associated with
%1} of perpetrators were terminated
l Lower (¥ QUICKER @ by their employers

fraud losses fraud detection

|y of victim organizations of cases of those
0 MODIFIED their anti-fraud referred ]2% e
controls following the fraud. e CONVICTION

of these modifications are
expected to be EXTREMELY ; . .
EFFECTIVE in preventing Of organizations that did not

similar frauds in the future. refe.r to |aw e.nfo rcement:

More THAN HALF of occupational frauds
occur due to a lack of internal controls or 49%
an override of existing internal controls.
m Lack of internal controls cited cited fear of

- — INTERNAL DISCIPLINE BAD PUBLICITY
m Override of existing controls as the reason as the reason

KEY FINDINGS



OUR STUDY INCLUDED

Examining the characteristics of occupational fraud that occurs at governmental organizations
can help illuminate some of the issues and risks specific to these entities at all levels.

OUR STUDY INCLUDED Median losses were largest

at the NATIONAL LEVEL
296 CASES OF GOVERNMENT
of occupational fraud
that occurred at szm’uuu

government organizations i
((8))

MEDIAN LOSS
$150,000
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$2,306,000

$148,000
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FRAUD IN GOVERNMENT ORGANIZATIONS
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$313,000

MEDIAN LOSS

$224,000

MEDIAN LOSS

$50,000
MEDIAN LOSS

ONLY 19% of
perpetrators
in government
organizations were
at the executive
level, but
FRAUDSTERS AT
THE TOP CAUSED
THE LARGEST

MORE THAN HALF
of perpetrators
had worked for the
victim organization
for SIX YEARS
OR LONGER.

But perpetrators
with a tenure of 1-5
years CAUSED
THE HIGHEST
MEDIAN LOSS.

WHO COMMITS OCCUPATIONAL FRAUD IN
GOVERNMENT ORGANIZATIONS?

40%
OF CASES

$183,000

@)

22%
OF CASES

$120,000
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31%
OF CASES

$150,000

qaon

OR MORE

FRAUD IN GOVERNMENT ORGANIZATIONS




LEVEL OF AUTHORITY

Owner/Executive
MEDIAN LDSS

PERCENT OF CASES $5Uﬂ,ﬂﬂu
O

Most fraudsters

were employees or

managers, but FRAUDS

PERPETRATED

BY OWNERS AND Employee 3184,000
EXECUTIVES WERE MEDIAN LOSS

THE COSTLIEST. $60,000

M Employee [ Manager [ Owner/Executive

PROFILE OF A FRAUDSTER



PROFILE OF A FRAUDSTER

MEDIAN LOSS
$250,000

TENURE N BENDER

FRAUDSTERS WHO COLLUDED with
others caused median losses MORE THAN
32X AS HIGH as those who acted alone.

THE LONGER —— . WOMEN committed fewer frauds and
a fraudster has . caused lower losses.
worked for an MEDIAN LDSS .
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THE MORE MEDUW LOSS C@z] : $158,000 DFE«EEE
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fraudsters HAD ——— ]
A UNIVERSITY

DEGREE OR HIGHER. . AGE MORE THAN TWO-THIRDS of

sea fraudsters were 31-50 years old.
Fraudsters WITHOUT A DEGREE
caused LOWER LOSSES.

~$350,000

Mo university degree o MEDIAN LDSS
$100,000 mepiawioss T ..... 550,000
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OCCUPATIONAL FRAUD SCHEMES IN GOVERNMENT
ORGANIZATIONS

OCCUPATIONAL FRAUD SCHEMES IN
GOVERNMENT ORGANIZATIONS m m 9
is mos
Cormuption NI ) 5. \Gommon atthe

Billing ‘ 2%6% OF GOVERNMENT  National State/provincial Local

Noncash -) 20% TOP 3 WAYS FRAUD IS DETECTED in government organizations:
payroll ) 16% 44% 18% 11%
Expense reimbursements| -:) 15% TIP @ INTERNAL AUDIT MANAGEMENT REVIEW
Cash larceny m 12% -
Check and payment tampering m 12% Gox:*ern_ment 7% _

organizations are

skimming [ ) 11%
MUCH MORE LIKELY GOVERNMENT PRIVATE COMPANIES
TO REFER CASES TO

Cash on hand ‘) 8%
) ) . LAW ENFORCEMENT for 520 49%
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Financial statement fraud l:) 3%

FRAUD IN GOVERNMENT ORGANIZATIONS




[y[] of frauds were

DETECTION 4

which is more than 3X as many Cases as
the next most common method

More than HALF
of tips come

AT --.,l from EITIFﬂD}I"EES The most COMMON MECHANISMS used to report fraud tips:

[.....) and nearly ONE-THIRD
come from vendors

and customers Email and web-based

reports BOTH surpassed
telephone hntmles

. Employee Telephone .

@D @ Customer Email @
\-" @ Vendor Web-based @

KEY FINDINGS



WARNING SIGNS OF FRAUD

Fraudsters commonly display distinct behaviors that can serve as warning signs of their misdeeds.
Organizations can improve their anti-fraud programs by taking these behavioral red flags into
consideration when designing and implementing fraud prevention and detection measures.

sss0sssreersssssoessns -O FRAUDSTERS WHO DISPLAYED AT LEAST ONE behavioral

U red flag caused median losses that were 20% GREATER than
0 of all those who did not display any.
fraudsters

displayed at least one

BEHAVIORAL No behavioral red flags :_—:I At least one behavioral red flag
RED FLAG $125,000 mepia Loss $150,000 meDian Loss

BEHAVIORAL RED FLAGS OF FRAUD



WARNING SIGNS OF FRAUD

75% of fraudsters displayed at least one of the 8 MOST COMMON behavioral clues; each of
these BEHAVIORAL RED FLAGS was observed in AT LEAST 10% of cases.

o
#) @ (@) (») (@ ©

39% 21% 20% 13% 12% 12% 11% 10%

Living beyond Financial Unusually close Control issues, Irritability, “Wheeler- Bullying or Divorce/family
means difficulties association unwillingness suspiciousness, dealer” intimidation problems
with vendor/  to share duties ordefensiveness attitude
customer

been the MOST COMMON BEHAVIORAL RED FLAG since we

| FRAUDSTERS LIVING BEYOND THEIR MEANS has consistently
began tracking this data in 2008.

BEHAVIORAL RED FLAGS OF FRAUD



FRAUD AWARENESS TRAINING




THE IMPORTANCE OF PROVIDING FRAUD AWARENESS
TRAINING

Providing fraud awareness training to staff at all levels of an organization is a vital part of a comprehensive
anti-fraud program. Our study shows that training employees, managers, and executives about the risks
and costs of fraud can help reduce fraud losses and ensure frauds are caught more quickly.

A GROWING PERCENTAGE OF ORGANIZATIONS ARE PROVIDING
FRAUD AWARENESS TRAINING FOR THEIR STAFF

Fraud awareness training for

EMPLOYEES
2016

02%

FRAUD AWARENESS TRAINING

2024

63"%

Fraud awareness training for 2024

MANAGERS/EXECUTIVES 62 A

2016

1%




THE IMPORTANCE OF PROVIDING FRAUD AWARENESS
TRAINING

Organizations that

DID NOT PROVIDE fraud
awareness training lost nearly

2X MORE.

TRAINING BOTH employees and managers/executives

m—) 500,000

TRAINING NEITHER employees nor managers/executives

$199,000

FRAUD AWARENESS TRAINING

33%

of employee
whistleblowers DID

NOT HAVE fraud
awareness training

67% %

of employee
whistleblowers
HAD fraud
awarenass training

TIPS ARE TWICE as likely to come from

employees who received fraud awareness
training as from employees who did not.




My recommendations:

* The risk of fraud should be an ongoing open discussion at your
municipality-the more it is discussed at all levels the more people
realize your Municipality takes this risk seriously. Examples include:

* The importance of your department and county internal controls

* Pose the question, “where do you think our internal controls are weaker a
and there is a greater risk of fraud or error?”

* Encourage them to ask questions if they are not sure why they are doing
certain procedures or processes

* Educate using information from the Association of Certified Fraud Examiners
2024 Report to the Nations (you can access on their website) and specific
examples at other counties/local governments

@
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