The information provided here is for informational and educational purposes and current
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Challenges of a Connected World
People, Policies, and
Technology:
Protecting Information in a Connected World
September 4, 2019

• The Internet was not designed with security
in mind
• Computers and computer networks default
to open
• On the Internet, No One Knows You Are a
Dog.
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No Technology Tool Can
Keep All the Bad Stuff Out
of Where You Live (Your
Inbox)

Benefits of Doing Business
Electronically ….
• It’s easy. It’s fast. It’s effective.
• Everybody’s doing it … "Virtually all
economic activities now take place through
digital technology and electronic
communication ….”
• Your clients and customers EXPECT it …

2

9/4/2019

Downside of Doing Business
Electronically …

Technology Doesn’t Cause
Incidents: People Cause Incidents

“….[L]eaving business transactions and assets
susceptible to a variety of cyber-related
threats.”
• And what if we’re dependent on doing
things electronically?
• Two threats are the BEC and Ransomware.

Target (credit card and personal data of more than 110 million customers
compromised):
“The breach . . . appears to have begun with a malware-laced email phishing
attack sent to employees at an HVAC firm that did business with the
nationwide retailer, according to sources close to the investigation.”
SCDOR (3.9 million tax returns and 387,000 credit and debit card
numbers exposed):
“A malicious (phishing) email was sent to multiple Department of Revenue
employees. At least one Department of Revenue user clicked on the embedded
link, unwittingly executed malware, and became compromised.”

Things You Can Do
• Identify PII coming into, stored in, and
going out of, your organization;
• Determine who is touching it, and why;
• Secure PII and Limit Access to it;
• Secure your computers and devices;
• Plan and Prepare for Risks;
• Targeted training to build awareness
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Why is Awareness Important?
Because Everybody Clicks

Creating Awareness

What is a BEC?
BEC is a scam attacking commercial,
Government, and non-profit organizations that
regularly perform wire transfer payments.
The email account compromise (EAC) part of
BEC targets individuals who perform wire
transfer payments.
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What is Ransomware?
Malware that encrypts (locks up) files so you
can’t use them (and then demands a ransom).

How Does A Ransomware
Attack Happen?
• Clicking on a malicious link in
an email
• Opening an malicious
attachment in an email

BEC on the Rise
2017: IC3 received 15,690 BEC/EAC
complaints with adjusted losses of over $675
million.
2018: IC3 received 20,373 BEC/EAC
complaints with adjusted losses of over $1.2
billion.
29% increase in the number of complaints,
and a 77% increase in adjusted losses.
Source: 2017 and 2018 IC3 Internet Crime Reports
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Ransomware on the Rise

Ransomware Targets
Barracuda’s researchers conducted a deeper dive on
55 ransomware attacks on state, county and local
governments that have taken place this year and
found that 38 were on local governments, 14 were on
county governments, and three were on state
governments. Nearly half of the government victims,
around 45%, were small municipalities with
populations of fewer than 50,000 residents, and 24%
had fewer than 15,000 residents.

BEC – The Setup
• Bad actors get into the email system of
a company
– Malware
– Social Engineering

• Spear Phishing– Bad actors register “spoofed” domains
and email accounts similar to the
potential victim. (www.arlav.com).
– The From, Reply to, and Sender fields
look legitimate but are different.
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Deter and Prevent BEC
BEC- The Sting
• Fraudster sends an email that appears
to be from a legitimate source
(jack.pringle@arlav.com)
• Informs the recipient of a change in
wiring instructions
• Recipient wires funds to the fraudster’s
bank

Four Indicators of a BEC
• Large wire or funds transfer to an
unfamiliar recipient;
• Transfers initiated close to end of the day,
or right before a weekend or a holiday
• A receiving account with no history of
funds transfers
• A personal receiving account

• Adopt a policy for electronic funds transfers
with a financial institution and all
applicable parties
• Verify all changes in payment and financial
information in phone or in person
• Train anyone involved with electronic fund
transfers to emphasize processes and detect
schemes
• Install and update malware protection
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Deter and Prevent BEC

Report BEC Schemes

• Conduct Daily Payment Activity Review
• Consider a dedicated computer for financial
transactions

• Contact your financial institution and
request a recall of funds
• Contact your local FBI office and report the
fraudulent transfer.
https://www.fbi.gov/contact-us/field-offices
• File a complaint with bec.ic3.gov.
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Best Practices for Avoiding
Ransomware Attacks
• Backup regularly and securely
• Be wary of links in and attachments to
email messages
• Update and patch
• Employ and update anti-malware tools
• Don’t store documents locally
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What’s Your Plan if You Can’t
Operate Electronically?

Steps Following a Ransomware Attack
Contact local FBI office and/or file a complaint with the Internet Crime
Complaint Center, at www.IC3.gov, with the following ransomware
infection details (as applicable):
• Date of Infection
• Ransomware Variant (identified on the ransom page or by the
encrypted file extension)
• Victim Company Information (industry type, business size, etc.)
• How the Infection Occurred (link in e-mail, browsing the Internet,
etc.)
• Requested Ransom Amount
• Actor’s Bitcoin Wallet Address (may be listed on the ransom page)
• Ransom Amount Paid (if any)
• Overall Losses Associated with a Ransomware Infection (including
the ransom amount)
• Victim Impact Statement

Share Information
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Tips
Strengthen Your Security Program
•
•
•
•

Conduct targeted training based on risks.
Patch regularly and systematically.
Implement least access privilege.
Categorize information and segment it.

Do Your Policies Address These Threats?

• Don’t Click on attachments and links in
emails from senders you don’t recognize
• Verify (on the phone) instructions from
senders you THINK you recognize BEFORE
YOU CLICK
• Don’t store critical data on your desktop
• Don’t let distraction and “urgency”
overcome your patience and skepticism.
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Don’t Fall for the “Urgent”

Don’t Get Excited About Getting Paid

Verify Authority

• If you get an email that looks legitimate, log
in to your account separately (WITHOUT
CLICKING IN AN EMAIL)
• If you get “wire transfer” requests or notices
via email, call the sender to confirm.
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Takeways

Hover (Without Clicking)
Don’t Save Documents Locally
(Unless You Want to Lose
Them)

• Don’t Click on attachments and links in
emails from senders you don’t recognize;
• Verify (in person or on the phone) messages
from people you THINK you know
BEFORE YOU CLICK;
• Pause and don’t get conned.
• Don’t store documents on your work station
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Social Media

Gaps Between Employers and
Employees
• Expectations, Worldview
• The Lines Between Personal and Business
are Being Blurred

Importance of Policies
“employer policies concerning communication
will of course shape the reasonable expectations
of their employees, especially to the extent that
such policies are clearly communicated.”
City of Ontario v. Quon, 130 S.Ct. 2619 (2010).
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Questions?
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