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What is Cyber-Safety?

» Cyber-Safety is a general term used to describe the practices and
actions you can take to protect your computer and the information it
contains from malicious activity

* The information that you need to protect using good Cyber-Safety
practices includes:
¢ Your personal information — Credit card Numbers, Social Security Number
e Customer Information — Account Numbers, Social Security Numbers
¢ Business Information — Financial Records, Employee Records

Attackers and their Motivation
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Attackers

e An Attacker is any person or group of people who attempt to infiltrate
a computer system using malicious tools, vulnerabilities or social

* Attackers can also be rival businesses or government entities looking
to obtain trade secrets or compromise day-to-day activity

engineering

Motivations

The most common motivation for
Attackers is to obtain financial data. This
data can include credit card numbers and
bank account numbers among other
things.

Attackers also target identities which can
be sold on the “dark web” (the parts of
the internet that can’t be reached from a
search engine). These include Social
Security Numbers or Customer Records.

Trade secrets are also a target of
Attackers. This data consists of designs,
prototypes and plans that can be sold to
other companies or governments.
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Example: Target

* Target discovers that the credit card
information of 40 million of its customers
who had swiped their card between
N0\|/ember 27t and December 15t were
stolen.

* Attackers also managed to steal the
personal information of over 70 million
customers

¢ Card numbers and personal information
were then sold on the black market for
between $25 and $40 per card

* The total impact to Target financially was
over $116 million in legal settlements
with banks and credit card companies in
addition to the loss of business due to a
lack of consumer confidence

Vulnerabilities
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Types of Vulnerabilities

* Virus — Software that infects your computer from file sharing or email
attachments. Viruses compromise the function of your computer by
corrupting or deleting files. Without intervention, viruses can spread
throughout the corporate network

* Spyware/Malware — Programs that install themselves when other
software is installed on a computer. These types of software track
your activity on the computer to steal you personal information

Malware Popup

"m System Virus Warning:

A Your Computer May Have A VIRUS"!

Your Location: Your IP Address: e
United States 199231208 116 Wednesday, March 11
2015
What to do: Possible network damages from potential

threats: UNKNOWN
Call 844-373-0540 immediately (toll-free)
for assistance on how to remove malicious pop-ups and Data exposed to risk:
VIRUSES “. This call is prioritized and 100% free

1. Your CREDIT CARD  details and
banking information

- lbout the threat:

Seeing these pop-up means that you may have = X:'g;;:" ':::W“;M St
MALWARE “/adware on your computer which puts the e iaiiabs
security of your personal data at a serious risk. We strongly 3. Your Facebook, Skype, AIM, ICQ and
advise you call 844-373-0540 (toll-free) Immediately and chat logs
get your COMPUTER FIXED “ before you continue using
the internet, especially for watching movies and shows. 4. Your private photos, family photos
E and other sensitive files
NAI'7 4 M SR



Internet Popup Scams

-c @ #revou sure you want to leave tis page?

Meszage from webpage

System Alert
Browser Blocked for Securty Reasons.

Security Essentials
o WINDO
entity T Mot s itk i N indechd yoursyshus i g
0 vk pchams, ke s sl i Besomond.Ths o 3 skt
hacking asoe. Racly & immadisty
ERROR CODE. smAeirr 307
Tl this aor code to the sgent,

00-051-3

i Your personst and francisl rformatin 1 compremises

Poss——

This may happen due to obsolete network protections.

Mesiage rom webgoge To fix, please call Network and Securty Team at 1800 649 546 (Toll Free)

mmediately

| A rocorpent
S

Consequently we

performing additional secun

# Leave this page

'800-051-3723 to be secured. # Stay on this page

Email Phishing Scam

From: on behaif of s a5/01/2014 7555 PM
p— I e notaniAmazonemailfaddiess:

b o e e (noteithe)missing|Alin/Amazon)

o esherdanc.oncs L 1220

e

Subject  Suspension

» &3

amazoncom

@ Genericnon:personalizedigreeting

We have sentyou this e-mail, because we have strong reason to belive, your account has been used by someone
else In order to prevent any fraudulent activity from occurring we are required to open an investigation into this matter.
WeVe locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it

Io isientity with us click the link bellow:
[ o i |

Hovering over. the, link reveals; it points:to.a;non-Amazon
site - "hitp://redirect:kereskedj:com? a
The Amazon Associates Team

Sincerely,

N —

©1996-2013, Amazon.com, Inc. or its affiliates
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Email Phishing Scam

Hide

Date: Docombar 20, 3013 1106:08 AMMST

Raply-To: BestBuy <BesBuyinio@tashiontat.com s>

by By By 100

WEEKLY DEALS aFTs

™ Compuirs & Tatist Can Pransa pre— Comarss  Vidss Gamas e

SirMacam
because ihe specifed address was nos comacs
i s mazzage

Your arder BEY_4B838 14314 has not boen de
Pioase il s o and send it back with your

8 Py YOUT Money DACK 1688 17 DECELIES YOI GrI8r WS fesarved for e tma of

w8 50 O rBCeIvE YOuF FEDly WITIN 3 was
Christmas holidays

uBER
omescrmae  Geta car that makes money for you

o ett
o Partner with Uber--we can help you get a car and eam, no matter your credit. And It
includes free maintenance and no mileage caps

Sponsored Links

e These links are often found on news sites
and internet search engines

* Websites are paid to post links such as
these

New Solar Rebates Throw Power Company A Curveball
Why is no one telling homeowners about this? If you own a home and pay more then
$19/month for power, you better read this.

* They often cause popup scams similar to
the examples in the previous slides

Federal Program Ends 2017; Enter Zip, Claim $4271

Why don't more people know about this? Homeowners born before 1983 may be able to
save S4271/yr it this govt refi program. NMLS #1137850
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Adobe Flash Player Download
https://get.adobe.com/flashplayer/ v

Download free Adobe Flash Player software for your Windows, Mac OS, and Unix-based devices to enjoy
Need Flash Player for a different computer?

Bad Download Sites

¢ One of the most common delivery
methods for Viruses and Malware are
through bad downloads

¢ When a user searches for a program
update through a search engine such as
Google, they are not only presented with
the program developer site but also sites
that “host” the update

¢ The recommended method of obtaining
updates is always to go directly to the
software developer for updates and not

to accept updates from bad links or Flash Player download. Free download Adobe Flash Player 18 for ...
through popups flash-player.joydownload.com » Internet » Browsers ~
Adobe Flash Player - client runtime helping you view videos,open games on your computer and work with
virtually all browsers out there - Download Adobe
Current version: 18  File size: 18.75 Mb
Update: 2015-07-20

Phone Scams

¢ A method of “Social Engineering”, Phone
scams are calls that are placed by an
attacker to gain access to your computer

* The caller usually claims to be from
Microsoft or that they have discovered a
virus on your computer

* The caller will request that you give them
remote access to your computer to fix the
virus

e NEVER accept these calls. Microsoft and
your security software provider will never
contact you to fix an issue

* |f you receive a call like this, immediately
hang up the phone and contact your IT
team
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Conseqguences of Inaction

* Business
* Loss of customer information and trust
* Financial Damages from lawsuits against the company
* Loss of revenue from inactive or compromised equipment
* Loss of access to the business network
* Termination of employment

* Personal
e |dentity Theft
¢ Loss of Credit Rating
¢ Financial Losses from compromised banking and credit accounts

How to Protect Yourself and your Business
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Top Cyber-Safety Actions

* Call your IT Support

* Run Anti-Virus Software

» Keep a Backup of Important Files
* Protect Passwords

Contact your IT Team!

* The single most important
defense against Malicious
attacks on computers

* If you see an issue or think that
you may have a virus, a quick call
to IT can prevent a much larger
issue

10
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Run Anti-Virus Software

* It is recommended that all computers have anti-virus software
installed to prevent virus and malware from installing on the
computer and to remove viruses that have been installed

* On your company computers, make sure that you are running scans
using the anti-virus software that your IT team installed.

 Anti-Virus software usually has an icon on the right side of the taskbar
near the clock. Keep an eye on this icon to make sure that your
software is updating itself and that there are no warnings of detected

viruses

Recommended Personal Anti-Virus Software

* Bit Defender - https://www.bitdefender.com/ - $45 per year for 5 PCs

* Norton Security - https://us.norton.com/ - S50 per year for 5 PCs
* Kaspersky - http://usa.kaspersky.com/ - S50 per year for 5 PCs
* Mcaffe - https://www.mcafee.com/ - $50 per year for unlimited PCs

e v Norton KASPERYKY2 W McAfee

An Intel Company

Bitdefender
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Backup Important Files

* Reduce the risk of losing important files by saving them to a network

share
* Most corporate networks provide all users a “Home” drive that they can save
documents to. This is the recommended place to save important files so that
they can be backed up by the server

* You can also backup files to a USB flash drive or an External Hard
Drive
» Store your backup in a secure location to protect it from fire and theft

* Test the files you backup regularly to verify they are accessible and
intact

Personal Backup Software Examples

* Windows backup — located in the windows control panel — free and
preinstalled on every Windows computer
* Acronis True Image - http://www.acronis.com/en-us/ - $100 for 5 PCs
 Software installed on each computer that will automatically backup the files
and folders you choose to an external drive
* Carbonite - https://www.carbonite.com/ - $100 per year for 1 PC

¢ Cloud backup storage. Backups are stored on the Carbonite servers and are
transferred using your internet connection

12
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Protect Passwords

* Do not share your passwords and always make passwords difficult to guess
by avoiding dictionary words and by mixing letters, numbers and symbols

* Change your passwords regularly
* Do not use common passwords such a 12345 or passwordl

* Store passwords in a safe place
* Consider using a password vault such as LastPass - https://www.lastpass.com/

¢ Password vault allow you to store all of your password in one place that is encrypted
to prevent the password from being stolen. You also only have to remember one
password to open the vault and let the program remember the rest

¢ Avoid storing passwords in notebooks or on post-it notes in your office. These can
easily be found and used by someone with physical access to your office
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