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What is Cyber-Safety?

•Cyber-Safety is a general term used to describe the practices and 
actions you can take to protect your computer and the information it 
contains from malicious activity

•The information that you need to protect using good Cyber-Safety 
practices includes:

•Your personal information – Credit card Numbers, Social Security Number

•Customer Information – Account Numbers, Social Security Numbers

•Business Information – Financial Records, Employee Records

Attackers and their Motivation
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Attackers

•An Attacker is any person or group of people who attempt to infiltrate 
a computer system using malicious tools, vulnerabilities or social 
engineering

•Attackers can also be rival businesses or government entities looking 
to obtain trade secrets or compromise day-to-day activity

Motivations
• The most common motivation for 

Attackers is to obtain financial data. This 
data can include credit card numbers and 
bank account numbers among other 
things.

• Attackers also target identities which can 
be sold on the “dark web” (the parts of 
the internet that can’t be reached from a 
search engine). These include Social 
Security Numbers or Customer Records.

• Trade secrets are also a target of 
Attackers. This data consists of designs, 
prototypes and plans that can be sold to 
other companies or governments.
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Example: Target

•Target discovers that the credit card 
information of 40 million of its customers 
who had swiped their card between 
November 27th and December 15th were 
stolen.

•Attackers also managed to steal the 
personal information of over 70 million 
customers

•Card numbers and personal information 
were then sold on the black market for 
between $25 and $40 per card

•The total impact to Target financially was 
over $116 million in legal settlements 
with banks and credit card companies in 
addition to the loss of business due to a 
lack of consumer confidence

Vulnerabilities
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Types of Vulnerabilities

•Virus – Software that infects your computer from file sharing or email 
attachments. Viruses compromise the function of your computer by 
corrupting or deleting files. Without intervention, viruses can spread 
throughout the corporate network

•Spyware/Malware – Programs that install themselves when other 
software is installed on a computer. These types of software track 
your activity on the computer to steal you personal information

Malware Popup
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Internet Popup Scams

Email Phishing Scam
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Email Phishing Scam

Sponsored Links
• These links are often found on news sites 

and internet search engines

• Websites are paid to post links such as 
these

• They often cause popup scams similar to 
the examples in the previous slides
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Bad Download Sites
• One of the most common delivery 

methods for Viruses and Malware are 
through bad downloads

• When a user searches for a program 
update through a search engine such as 
Google, they are not only presented with 
the program developer site but also sites 
that “host” the update

• The recommended method of obtaining 
updates is always to go directly to the 
software developer for updates and not 
to accept updates from bad links or 
through popups

Phone Scams

•A method of “Social Engineering”, Phone 
scams are calls that are placed by an 
attacker to gain access to your computer

•The caller usually claims to be from 
Microsoft or that they have discovered a 
virus on your computer

•The caller will request that you give them 
remote access to your computer to fix the 
virus

•NEVER accept these calls. Microsoft and 
your security software provider will never 
contact you to fix an issue

•If you receive a call like this, immediately 
hang up the phone and contact your IT 
team
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Consequences of Inaction

•Business
•Loss of customer information and trust

•Financial Damages from lawsuits against the company

•Loss of revenue from inactive or compromised equipment

•Loss of access to the business network

•Termination of employment

•Personal
•Identity Theft

•Loss of Credit Rating

•Financial Losses from compromised banking and credit accounts

How to Protect Yourself and your Business
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Top Cyber-Safety Actions

•Call your IT Support

•Run Anti-Virus Software

•Keep a Backup of Important Files

•Protect Passwords

Contact your IT Team!

•The single most important 
defense against Malicious 
attacks on computers

•If you see an issue or think that 
you may have a virus, a quick call 
to IT can prevent a much larger 
issue
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Run Anti-Virus Software

•It is recommended that all computers have anti-virus software 
installed to prevent virus and malware from installing on the 
computer and to remove viruses that have been installed

•On your company computers, make sure that you are running scans 
using the anti-virus software that your IT team installed.

•Anti-Virus software usually has an icon on the right side of the taskbar 
near the clock. Keep an eye on this icon to make sure that your 
software is updating itself and that there are no warnings of detected 
viruses

Recommended Personal Anti-Virus Software

•Bit Defender - https://www.bitdefender.com/ - $45 per year for 5 PCs

•Norton Security - https://us.norton.com/ - $50 per year for 5 PCs

•Kaspersky - http://usa.kaspersky.com/ - $50 per year for 5 PCs

•Mcaffe - https://www.mcafee.com/ - $50 per year for unlimited PCs

https://www.bitdefender.com/
https://us.norton.com/
http://usa.kaspersky.com/
https://www.mcafee.com/
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Backup Important Files

•Reduce the risk of losing important files by saving them to a network 
share

•Most corporate networks provide all users a “Home” drive that they can save 
documents to. This is the recommended place to save important files so that 
they can be backed up by the server

•You can also backup files to a USB flash drive or an External Hard 
Drive

•Store your backup in a secure location to protect it from fire and theft

•Test the files you backup regularly to verify they are accessible and 
intact

Personal Backup Software Examples

•Windows backup – located in the windows control panel – free and 
preinstalled on every Windows computer

•Acronis True Image - http://www.acronis.com/en-us/ - $100 for 5 PCs
•Software installed on each computer that will automatically backup the files 

and folders you choose to an external drive

•Carbonite - https://www.carbonite.com/ - $100 per year for 1 PC
•Cloud backup storage. Backups are stored on the Carbonite servers and are 

transferred using your internet connection

http://www.acronis.com/en-us/
https://www.carbonite.com/
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Protect Passwords

•Do not share your passwords and always make passwords difficult to guess 
by avoiding dictionary words and by mixing letters, numbers and symbols

•Change your passwords regularly

•Do not use common passwords such a 12345 or password1

•Store passwords in a safe place
•Consider using a password vault such as LastPass - https://www.lastpass.com/

•Password vault allow you to store all of your password in one place that is encrypted 
to prevent the password from being stolen. You also only have to remember one 
password to open the vault and let the program remember the rest

•Avoid storing passwords in notebooks or on post-it notes in your office. These can 
easily be found and used by someone with physical access to your office

https://www.lastpass.com/

